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O Hanpas/sieHUU NHOPMALUU

JlenapTaMeHT TOCy/JapCTBEHHOM TMOJIUTUKU B cdepe obmero obOpa3oBaHusd
MwunoOpHayku Poccuu HampaisieT [ CBelleHHs paspaboTaHHble BpemeHHOMH
komuccueit CoBera ®enepanuu 10 pa3BUTUI0 HUHOOPMAIMOHHOTO OOIEeCTBa
METO/INYeCKHe PEeKOMEHJIAIMK O pa3MelleHUuU Ha MHAOOPMAIMOHHBIX _CTEeHAax
odUIUANbHBIX  WHTEPHET-cAalTaXx U rux _ nHGOPMAIMOHHBIX ecypcax

06[11e06[za303aTeJ1be1X O[)I‘aHI/ISa[LI/Iﬁ U OpraHoOB, OCYIIECTBJIAIOMINX VIIDABJIEHHUE B
cglze[ze O6[2330B3.HI/IH, I/IHQhO[)MaIII/II/I 0 6e30ImacHOM IIOBEJCHHNH M HMCIIOJIb3OBAHHWM CETH

'MuTepHet".

Jupektop [emnaprameHra
A.E.IleTrpos
[Ipusnoxenue

[Ipunoxxenne. Meto/imuecKkre PpEKOMEHJAIUH O Pa3MelleHnH Ha HHQOPMAIHOHHBIX
cTeH/1aX, OQUIINATbHBIX HHTEPHET-CANTAaX U APYTUX HHGOPMAIIIOHHBIX pecypcax
001eobpa3oBaTeIbHBIX OPTaHU3AIINH U OPTraHOB, OCYIIECTBJIAIOIIUX YIIPABJIEHUE B
chepe obpazoBaHus, HHGOPMAIIUHU O OE€30ITACHOM ITOBEJEHUU U HCIIOJIb30BAHUHU CETH
"NuTepHeT"

JKkcriepraMu U wieHamMu BpemenHoin xomwuccun CoBera ®Denepamuul 10 Pa3BUTHUIO
WH(POPMAIIMOHHOTO OOIIECTBa B PaMKax BBINIOJIHEHHUS PEKOMEHIAINNA MapIaMEHTCKUX
caymiaHui "AKTyasibHBIE BOIIPOCHI obecreueHus1 0€30MacCHOCTH W Pa3BUTHUA J€TEeH B
MHOPMAIMOHHOM IpocTpaHcTBe", koTopble mponutu B CoBete ®enepanuu 17 ampess
2017 T., ObUTH pas3paboTaHbI METOJMYECKHe PpEKOMEHJAlluh O pa3MelleHuu Ha
WH(POPMAIIMOHHBIX  CTEHZIaX, OQUIUMAbHBIX  HHTEPHET-CAaUTax W  JIPYTHUX
WH(POPMAIIMOHHBIX pecypcax o0IeoOpa3oBaTeIbHBIX OpPTaHW3aliii W OPraHOB,
OCYIIECTBJISIONINX yIpaBiieHue B chepe obpasoBaHus, WHGOpPMAIUU O OE30IMacHOM
IOBEJIEHNU W UCIOJb30BaHWU ceTu 'VHTepHeT' (nasiee - MeTOAWYECKHUE
PEKOMEH/IAIlNN).

MeTroguyeckrue peKOMEHIAIMN HalpaBjeHbl Ha KauyeCTBEHHOE IIOBBIIIEHHE YPOBHSA
WH(POPMAIIMOHHON AeATEIbHOCTH 00Ie00pa3oBaTeIbHbIX OPraHU3alluii W OPraHOB,
OCYIIIECTBJISIONINX yIpaBiieHne B cdepe oOpa3oBaHHsA, B YacTU HHGOPMHUPOBAHUSA
yJaIluxcsl, UX poauTesed (3aKOHHBIX MPEACTaBUTEIEH) U IeJarOTHUYECKUX paOOTHUKOB
00 OCHOBHBIX acreKkTax HHQOPMAIMOHHOHU 06€301MaCHOCTH.

MeTroaudeckre pPeKOMEHJIAINU IT03BOJIAT 00Ie00pa3oBaTe/IbHBIM OPTaHU3AMUAM M
opraHaM, OCYIIeCTBJIAIONINM yIIpaBjeHue B chepe 00pa3oBaHuUs, aKTyaIU3UPOBATh YiKe
HCIOJIb3yEMbIE U Pa3MellleHHbIe HHPOPMAaIOHHbIE MAaTEPHUAJIBI, TAK U ITOATOTOBUTH UX
B CJTydae UX OTCYTCTBHUSA C YIETOM JIYUIITHUX TPAKTHUK U PEKOMEH/ AT,

B paMKax METOAUYECKUX pEKOMeHZIa]_II/Iﬁ paccMaTpruBaAIOTCA CJIE€AyIOITHUE NHCTPYMEHTDI:
1. I/IH(I)OpMaL[I/IOHHbIG CTE€H/bI;

2. opuruasibHble UHTEPHET-PECYPCHI;



3. cpezicTBa MaccoBoW MHGoOpManuu (IITKOJIbHBIE Ta3€Thl, ITearOTHYeCKre U3TaHus U
Apyrue).

NHdpopmaumnoHHble cTeHab!

Ha wundopmamuoHHBIX CcTeHJaX B  00IIeoOpa30oBaTEJbHBIX  OPTAaHU3AIUAX,
PACIIOJIO’KEHHBIX B oile yupekeHui 1 B KaOWHEeTaxX, OCHAIIEHHBIX IT€PCOHATBHBIMU
yCTpOHCTBaMHM /I BBIXOAA B ceTh 'HTepHET', pEKOMEHAyeTCs pPa3MeCTUTh
WHDOpMAIMOHHbIE TAMATKHU, COJEpPIKallllieé OCHOBHBIE COBETHI II0 O00eCcreYeHHI0
MHPOPMAIIMOHHOU 6€30TIaCHOCTH YUaIuXCsl.

B IIPpUJIOKEHN N Noixk METOANYECKNM DEKOMEHAANIUAM IIPEACTAaBJIEH O6p&3€H IIaMATKHN
JJIA pa3sMEIleHNA Ha I/IH(I)OpMa]_II/IOHHI)IX CTeHaax.

Cpencrtea maccoBou Hopmauum

B cpencrBax maccoBodl WHGOpPMAIlMH, OPHEHTHPOBAHHBIX HA O0O0yJaroIIUXCH,
PEKOMEH/IyeTCs B TeUeHHe yUeOHOTro Tojia PeryJsapHO MyOoJInKoBaTh MHGOPMaIOHHbIE
MaTepPHaJIbl, IOCBAIIEHHbIE OT/IEJIPHBIM acleKTaM WH(OpMaIMOHHON 6e30IacHOCTH, a
TaK)Ke pa3JIUYHbIe TaMATKU OOIIETo XapaKTepa.

B cpexctBax MaccoBoil wuH(OpMAINUHM, OPHUEHTHPOBAHHBIX HA I€JaroTUYECKYIO
OOIIIeCTBEHHOCTh, PEKOMEH/yeTcsl B TeueHHe KaJeHJApHOTO ToJila PeryJIspHO
my0inKoBaTh MHGOPMAIMOHHBIE MAaTEPUAJIbl, IOCBAIIEHHBIE OTAEIbHBIM acCIeKTaM
MHGOPMAIIMOHHON 6e30macHOCTH KakK HECOBEPIIIEHHOJIETHUX, TaK 151
00111e00pa3oBaTeIbHBIX OPTaHU3AIUN, A TakKe pas3jIMyHble IaMATKH, 0030pbI
HOPMAaTHBHO-IIPABOBOTO PETYJIMPOBAHUS TaHHOU cepbl 1 HHGOPMAITUIO O AKTYaJIbHBIX
MEPOIIPUATHUIX U COOBITUSAX B JAHHOU cdepe.

B xoze nmposenenus EnpHOro ypoka nmo 6e3omacHoCTH B ceTH "VIHTEpHET" peKOMeH 1yeTCsI
obecreuynTh BBIMYCK TEMAaTHUYECKOTO BBIIYCKa CPEACTBA MacCOBOW MHGOPMAIUH JILOO
cepuu ImyOJIMKaIUi, Cpeii KOTOPhIX PACCMOTPETh OPraHU30BaHHBIE MEPOIIPUATHS JIJIA
obyJarmmnuxcsa, WX poauTesiell (3aKOHHBIX MPEJCTAaBUTENEH) U IeJaroruyecKou
O0II[€eCTBEHHOCTH.

OdomumansHble NHTepHeT-pecypchl

OO611eo6pa3oBaTeIbHBIM OpPTraHU3AIUsIM PEKOMEHYyEeTCsI Ha CBOHUX OQMHUIHATBHBIX
HNHTepHeT-pecypcax  obecneunTh  (PYHKIMOHHUPOBAHWE  CAMOCTOSATEJIBHOTO U
CIIelaIu3UPOBAaHHOTO pazzena 'HMHdopMmanumoHHass 0e30mMacHOCTh', B paMKax
KOTOPOTO IIPEAYCMOTPETh pa3MellieHre CaeaAyIomei nHpopManmu:

dopmar
N Pa3znen/nonpaznen [IpeICTaBICHUS CopepxaHue MaTepralioB
MaTepHaoB
JlokanbHbIe Pasmemmarorcss KOMUM JTOKYMEHTOB,

Konuu nokymeHTOB B

1. HOPMATUBHBIC AKThI B T.C. CKaHUPOBAHHBIN BapuaHT
¢dopmare *PDF P P

chepe obecrneueHus JOKYMEHTA, COOTBETCTBYIOLIUN
nH(OPMaLMOHHON TpeOOBaHUAM K rapamMmeTrpam




0€30IacHOCTH CKaHHPOBAHHSI. Pasmemarorcs
oOyuaronuxcs JIOKYMEHTHI, peTiIaMEeHTUPYIOLIE
OpraHu3aInIo u paboty c
MNEPCOHAJIIBHBIMHU  JTAHHBIMH, IIJIAHbI
MEpONpHUATHH  T0  00EeCIeYeHHUI0
nH(OPMaALMOHHON 0€3011acHOCTH
00yJaronmxcs u Apyrue.

[1yOnuKyroTCsl aKTyajbHbIE CBEIECHUS
0 (enepanbHBIX M PETHOHAJIBHBIX
3aKOHAX, MUChbMaxX OPraHoB BJACTH U
apyrue HOPMAaTUBHO-IIPABOBBIE
JOKYMEHTHI, periaMeHTHpYoIne
Hopmartusnoe Komnuu nokymeHTOB B | obecrneueHue MH(OPMALIMOHHOK
peryaupoBaHue dbopmate *PDF 0€30MacCHOCTH HECOBEPIICHHOJIETHUX.
Homyckaercs BMECTO KOTH
pa3MeniaThb TUIEPCCHUIKH Ha
COOTBETCTBYIOILIUE JIOKYMEHTHI Ha
calTax OpraHoB TIOCYJapCTBEHHOU
BJIACTH.

Pasmemarorcs METOIUYECKUE
Tekcr Ha crpaHuie | PEKOMEHJAIMUA M YKa3bIBACTCH
caiita uHpopManusi O  MEpPONPHUATHUSAX,
MPOEKTax u porpammax,
Komuu poxymenTos B HaIIpaBJICHHBIX Ha TOBBIIIICHUE
dbopmate *PDF MH(POPMAITMOHHOMN TPaMOTHOCTH
MeJarOTHYECKUX paOOTHUKOB.

Tlemarornueckum
paboTHUKaM

Pasmemaercs nHpopMaoHHAas
namsatka (mpuiokenue Ne 2) u
a3bIBAETCs uHpopmanus 0
Tekcr Ha cTpaHuue YK popman
4. | Obygarorumces caiita MEpOTIPHUATHSX, MIPOEKTaX "
porpaMMax, HalpaBlI€HHbIX  Ha
MOBBILLIEHUE MH(OPMALIMOHHON
IPAaMOTHOCTH OOYJArOIITNXCS.
Ponurensm
5 (3aKOHHBIM Tekcr Ha crpanune | Pazmemaercs nHpopMaoHHas
" | mpencTaBUTENSIM) canTa namsTka (npuaoxxenue Ne 3).
00yJaronuxcs
Pa3zmemaercs nHpopmanus 0
PEKOMEHAYEMBIX K HCIIOJIb30BAaHUIO B
Hlerckue Oe3omacHbie | TekcT Ha cTpaHuUIe
6. yaeOHOM  mporecce  0e30MacHBIX

CalThI caira N
caiTax, OaHHEPHI 0€30TacHbBIX

JNIETCKUX CalTOB.

OpraHam, OCyIIeCTBJIAIONINM yIIpaBjeHUe B cepe oOpa3oBaHUsA, peKOMeH/lyeTcs Ha
cBoux odumuanbHblx  HTepHeT-pecypcax  obecrneuuTh  (PYHKIMOHUPOBAHHIE



CaMOCTOATEJIBHOTO W CHEIUaJIN3UpOBAHHOrO  pasfena  "VHdbopMmaruoHHas
0e30IIacHOCTH', B paMKax KOTOPOrOo IIPeAyCMOTpPeTh pa3MellleHue cieaylomei
nHpopManuu:

IIpunoxenue N° 1

[Tpunoxkenue 1. [TamsaTka 1 odydaomuxces 06 nHGOPMAIMOHHON 6€30IacHOCTH
JleTen
HEJIb341

1. Bcem moaps coo0IaTh CBOIO YacTHYI0 mH@opMamuio (HacToAmue UM, paMuiInio,
TesiedOH, afpec, HOMEP IIKOJIbL, a TakKe ¢poTorpaduu CBOU, CBOEU CEMbBH U JIpy3€elt);

2. OTI{pI)IBaTI) BJIOZKE€HHDbIE (baﬁﬂbl SHGKTpOHHOﬁ IIOYThI, KOTJa HE 3HACIIIb OTIIPABUTEJIA;
3. FPY6I/ITB, IIpuanpaTbCA, OKa3bIBaTb JaBJIEHHE - BECTU cebs1 HEBEXKJIMBO U arpecCuBHO;

4. He pacmopspkaiicsi leHbraMH TBOEU ceMbH 0e3 paspelleHus CTapIInX - BCerga
CIIpalIuBall poAuTeeu;

5. He Bcrpeuatics ¢ HTEpHET-3HAKOMBIMHU B PeaJIbHON KU3HU - IIOCOBETYHCS CO
B3POCJIBIM, KOTOPOMY JOBEPSIEIb.

OCTOPOZKHO

1. He Bce mumyT mpaBay. Yurtaems o cebe Hempapay B VIHTepHeTe - coolIu 06 3TOM
CBOUM POJIUTEJISIM WJIA OTIEKYHAM;

2. [IpuryiamarT repenuchBaThCs, UTPATh, 0OMEHUBATHCA - IIPOBEPD, HET JIN TI0/IBOXA;
3. He3zakonHoe konupoBaHue ¢daiisioB B IHTepHETE - BOPOBCTBO;
4. Becerpa pacckaspiBali B3pOCIIbIM 0 IpobJieMax B CETU - OHU BCeTr/ia IOMOTYT;

5. Vcnonp3yid HaCTpOUKH 0e30MacHOCTH W MPUBATHOCTH, YTOOBI HE MOTEPATH CBOU
aKKayHTBI B COIICETAX U IPYTUX MOPTaJIaXx.

MOZKHO

1. YBaka#l Ipyrux moaIb30BaTeJIel;

2. [Nosp3yenibess ITHTEPHET-UCTOYHUKOM - JIeJIail CChIKY Ha HETO;
3. OTKpBIBall TOJIBKO T€ CCHLJIKH, B KOTOPHIX YBEPEH;

4. O0ImaThCs 3a MOMOIIBIO B3POCJIBIM - POJAUTENH, ONIEKYHBI M a/IMIUHHICTPAIASA CAaUTOB
BCer/ia IIOMOTYT;

5. ITpoiiau oOyuenue Ha cariTe "CeTeBUYOK' U ITOJIyYH MACIOPT UG POBOTO rpaskAaHmuHA!
IIpusnoxenue N° 2

[Ipunoxenue 2. MHGoOpMaIoOHHAA MaMATKA /1A 00yJaIOIINXCs /1A pa3MeIeHus Ha
oduImaIbHbIX HHTEPHET-Pecypcax

C KaXkIpIM TOJIOM MOJIOJIE’KU B HHTEPHETE CTAHOBUTCS OOJIbINE, a IITKOJbHUKH OJHU U3
caMbIX aKTUBHBIX ITOJIb30BaTesiell PyHera. Mexty TeM, HIOMHUMO OIPOMHOTO KOJTUYEeCTBa



BO3MO)KHOCTef/JI, HUHTEPHET HECET U HpO6JIeMbI. dTa maMsaTKa AOJIZKHa IIOMOYb Tebe
0e3011acHO HaXOJUTHCA B CETH.

KoMmnbroTepHbie BUPYCBHI

KoMmmploTepHBI  BUpPYC - 3TO PA3HOBUZHOCTh KOMIIBIOTEPHBIX IIPOTPaMM,
OTJINYUTEIBHON OCOOEHHOCTBHIO KOTOPOU SBJISIETCA CIIOCOOHOCTh K pa3MHOXKeHH0. B
JIOTIOJIHEHNE K 3TOMY, BUPYCHl MOTYT THOBPEJUTHh WU IOJHOCTHI0 YHUUTOXKUTH BCE
daiiiel m AaHHBIE, TOJKOHTPOJIBHBIE IIOJIB30BATENI0, OT HMMEHU KOTOPOro ObLia
3amyllleHa 3apakeHHasd IIporpaMmMa, a TakKe MNOBPEJUTh WIN Ja)Ke YHUUTOXKUTh
OIIEpaIlMOHHYIO CHCTEMYy cO BceMHu (QaistamMu B IieJIoM. B OOJBIIMHCTBE CJIydaeB
PACIpPOCTPAHAIOTCA BUPYCHI Yepe3 NHTEePHET.

MeTOI[I)I 3allIUThI OT BPEAOHOCHBIX ITPOT'PAMM:

1. I/ICHOHBSYﬁ COBpEMEHHbIE OIl€epallMOHHbIE CHUCTEMbI, HMEIOIIE CprGBHbIﬁ YPOBEHD
3allTUThI OT BPEAOHOCHBIX ITPOT'PAMM;

2. [locTrossHHO ycTaHaBiIuBail mautu (IU¢pPOBBIE 3aIIATKH, KOTOPhIE aBTOMATHYECKH
yCTAaHABJIUBAIOTCS C IEJbI0 JOPAa0OTKU IMPOTpPaMMBbI) W JIpyTHe OOHOBJIEHHS CBOEH
omepanuoHHOU cucTeMbl. CKaumMBall UX TOJIBKO ¢ OQUITHMAIHLHOTO caiiTa pa3zpaboTynKa
OC. Ecnu cymiecTByeT pe’KUM aBTOMaTHUeCcKOro OOHOBJIEHU A, BKJIIOUH €ro;

3. Paboraii Ha cBOEM KOMIIbIOTEDE 110/ IIpaBaMM I10JIb30BaTeEJIA, 4 HE a/IMUHUCTpPATOPA.
ITO HEe MO3BOJIUT 6OJIBH_II/IHCTBy BPEAOHOCHBIX IIPOrpaMM HHCTAJUINPOBATBCA HAa TBOEM
IIEPCOHAJIBHOM KOMIIBIOTEDPE;

4. Vlcrionib3yii aHTUBUPYCHBIE IPOTrPAMMHbBIE IIPOAYKTHI U3BECTHBIX IPOU3BOAUTEIIEH, C
aBTOMaTHYEeCKHM OOHOBJIeHHEM 0a3;

5. Orpannub GpuU3NUECKUN AOCTYII K KOMIIBIOTEPY JJIs IOCTOPOHHUX JINII;

6. Vcniosip3yii BHEIIIHKE HOCUTENIU UH(POPMaILNY, TaKhe Kak ienika, JUCK WK hai u3s
MHTEPHETA, TOJIbKO 13 IPOBEPEHHBIX UCTOUYHUKOB;

7. He oTKpbIBali KOMIbIOTEPHBIE (aMIbI, MOJyYEeHHbIE U3 HEHAJEKHBIX MCTOUHUKOB.
JTaske Te (paiyibl, KOTOPbIE MPUCIAT TBOM 3HAKOMBIH. JIydllle yTOUHH Y HETO, OTIIPABJISI
JIN OH Tebe UX.

Cerun WI-FI

Wi-Fi - 370 He BU/I Iepeiauyl TaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH/1, Mapka. Eie
B 1991 roay HUJepJaHACKasg KOMIaHWA 3apeructpupoBaia Opena "WECA", urto
obozHauanmo cimoBocoueranue "Wireless Fidelity", xoropeiii mepeBomuTcsa Kak
"GecrpoBOHASA TOYHOCTD .

Jlo Haiero BpeMeHHU JOILIA Jpyras abOpeBHaTypa, KOTOpas SBJISAETCA TaKOH JKe
TexHosloruel. ATo abbpeBuarypa "Wi-Fi". Takoe Ha3BaHUe OBLIO JAHO C HAMEKOM Ha
CTaHZApT BbICIIEH 3BYKOBOW TexHuku Hi-Fi, uTo B mepeBojie O3HauaeT "BBICOKAS
TOYHOCTB".

Jla, OGecIuiaTHBIH UHTEPHET-AOCTYI B Kade, OTeNsAX M adpPOIIOPTax SIBJISETCS OTIMYHOU
BO3MOJKHOCTBIO BBIXOJla B HHTepHeT. HO MHOrHMe BOKCIEPTHI CUHUTAIOT, YTO
obmenocrymabie Wi-Fi ceTu He sBIsI0TCS 6€301IaCHBIMH.

CoBeTbl 110 6€30IMaCHOCTH pabOTHI B O0IIENOCTYITHBIX ceTsAx Wi-fi:



1. He mepemaBaii cBow JjnuHyio nHpoOpMamumo 4depe3 obOmemoctynHbie Wi-Fi cern.
PabGoras B HUX, JKeJIaTeJIbHO HE BBOJIUTH ITAPOJIU JIOCTYIIA, IOTHHBI U KaKHe-TO HOMEepPa;

2. Mcrosip3yi 1 OOHOBJISIA aHTUBUPYCHBIE IIPOrpaMMbI U OpaHiMayep. Tem caMbIM ThI
obe3ormacuib cebst OT 3aKaUYKU BUPyca Ha TBOE YCTPOUCTBO;

3. IIpu wucnonp3zoBanun Wi-Fi otkimoun ¢ysknuio "OOmuil moctyn k daiiam u
npuHTepam'. JlaHHasa GYHKIHUA 3aKpbhiTa 1O YMOJTYAaHHIO, OJHAKO HEKOTOPbIE
II0JIb30BaTEIN AKTUBUPYIOT ee /111 y100CTBa UCIIOJIb30BaHUA B paboTe nuiau yuebe;

4. He ucnonp3yit myommunsiii WI-FI 114 mepeiauy JIMYHBIX JAHHBIX, HAIPUMED IS
BBIX0/]a B COIIMAJIbHBIE CETU UJIN B 3JIEKTPOHHYIO IIOUTY;

5. Ucnonp3yi TonbKO 3amuiieHHoe coenguneHue yepe3 HTTPS, a ne HTTP, T.e. pu
Habope BeO-azpeca BBoiM uMeHHO "https://";

6. B wmobunbHOM Tenmedpone oTkiatoun ¢GyHknuio 'lloaxsmouenne k - Wi-Fi
aBToMatnuecku'. He Jlommyckail aBTOMAaTHUYeCKOTO MOAKIIOUEHUs] YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero corJiacusi.

ConuajibHbBIE CETU

COL[I/IaJIbeIe CETH aKTHUBHO BXOAAT B HAITy )KM3Hb, MHOT'HU € JIFOJIN pa60Ta10T U XKUBYT TaM
IIOCTOAHHO, 4 B Facebook YXKe 3apEeruCTpupoBaH MUJJIMAPA 4YE€JIOBEK, UYTO ABJIAECTCA
OI[HOﬁ CeI[bMOﬁ BCeX JKHUTeJIEH IIaHeThbl. MHOTrHWe II0JIb30BAaTEId HeE IIOHUMAIT, 4TO
I/IH(I)OpMaI_[I/If{, pasMeleHHad MU B COLHAJIBHBIX CETAX, MOXKET OBITH Haﬁl[eHa u
HCIIOJIb30BaHA KEM YyIOAHO, B TOM UHCJIE€ HE 00s13aTeIbHO ¢ OJIaTrUMH HaMeEepEHUAMU.

OCHOBHBIE COBETHI 10 O€30IIaCHOCTH B COMAaJIbHBIX CETAX:

1. OrpaHuub CIHCOK Jpy3ed. Y TeOA B APYy3bAX HE JO/KHO OBITh CIyJYalHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amuiail cBolo YacTHYIO kKu3Hb. He ykasbpiBail maposu, TenedoHsl, aapeca, AaTy
TBOETO POXKJEHUS U JAPYIYI0 JHUYHYI0 WHQOpMANU. 3JIOYMBIIUIEHHUKH MOTYT
HCIIOJI30BaTh Jlake WH(OPMAIIUI0 O TOM, KaK Thl M TBOW POJUTENH IIAHUPYETe
IIPOBECTH KAHUKYJIbBI;

3. 3amuImnan CBOIO PEMyTaluIo - IEPKU €€ B YUCTOTE U 3a7jaBail cebe BOIIPOC: XOTeJT ObI
TBI, YTOOBI JIpyTHE MTOJIb30BATEIN BUIEU, UTO THI 3arpy»kaelib? [Togymaii, mpexae yem
YTO-TO OIyOJIMKOBATh, HAITHCATD U 3aTPY3UTh;

4. Ecyii Tl TOBOPUIIIB C JIIOABMU, KOTOPBIX He 3HAEIllb, He UCIIOJIb3YH CBOE PeaIbHOE UM
U PYTYIO JIUUHYI0 UHQOPMAIINU: UMsI, MECTO KUTEJTHCTBA, MECTO YIeObI U IIPOYEE;

5. 36eraii pasmenienus ¢gororpaduii B IHTepHeTE, I7ie Thl H300pa’keH Ha MECTHOCTH,
110 KOTOPOU MOYKHO OIIPEJIEJIUTD TBOE MECTOIIOJIOKEHUE;

6. ITpu perucrpanuu B COIUATLHON CETH HEOOXO/IMIMO HCITOJIb30BATh CJIOKHBIE ITAPOJIH,
cocrosmue U3 OyKB 1 UGP U ¢ KOJIMUECTBOM 3HAKOB He MeHee 8;

7. )1 conuayibHOU CEeTH, IOYTHI U APYTHUX CANTOB HEOOXOMMO HUCIIOJIb30BaTh Pa3HbIE
naposu. Torga ecu TeOs B3JIOMAIOT, TO 3JI0YMBINJIEHHUKH TIOJIyYaT JOCTYH TOJIBKO K
OJTHOMY MeECTy, a He BO BCE Cpasy.

JJIEKTPOHHBbIE JE€HbI'A



JJIEKTPOHHBIE JIEHBTH - 3TO OYE€Hb yAOOHBIH CIIOCOO IIaTeKeH, OTHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTST IIOJIyYUTh 3TH JIEHbIH.

AJIEKTPOHHbBIE JIEHbI'H IOSABUJINCH COBCEM HETABHO WU MMEHHO HM3-3a 3TOTO BO MHOTHX
roCcyZlapCcTBax /10 CUX IOP He IIPOIKUCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHU QYHKIMOHUPYIOT U O HUX y3Ke IIPOIMCAHO B 3aKOHE, T/I€ UX Pa3eIsioT
Ha HECKOJIbKO BH/IOB - aHOHUMHBIE M He aHOHUMHbBIE. Pa3HHUIA B TOM, YTO aHOHUMHBIE -
BTO Te, B KOTOPBIX paspelIaercsa IPOBOJUTH omepanuud 0e3 HAeHTU(UKAINN
IIOJIb30BaTe/sA, a B HEAHOHHUMHBIX WAEHTHU(HUKAIIUSI II0Jb30BaTeNsA  SIBJISETCS
00g3aTeIbHOM.

Taxxe CJIEAYET pa3/iM4aThb SJIEKTPOHHLIE (l)I/IaTHI)Ie JA€HbI' (paBHbI TrocyaapCTBEHHbBIM
BaJIIOTaM) " 3JIEKTPOHHbIE He(bI/IaTHbIe AJ€HbI' (He PaBHBI T'OCYyAapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 10 Oe30TaCHON paboTe C 37IEKTPOHHBIMU J€HbTaMU:

1. [IpuBsku K cueTy MOOWJIBHBIN TesieoH. DTO caMblil YOOHBIN U OBICTPHIN CIIOCOO
BOCCTAaHOBUTb JIOCTYII K cueTy. [IpuBA3aHHBIN Tesie)OH IOMOKET, eCiu 3a0yellb CBOM
IUIaTEKHBIU TIapOJIb UJIH 3akilellb Ha CAUT C HE3HAKOMOTI'0 yCTPOUCTBA;

2. I/ICHOJIBSYIL/'I OZTHOPA30BbI€ ITaAPOJIN. ITocne Iepexo/ja Ha YCUJIEHHYIO aBTOPpU3all IO Tebe
YKe HE 6YI[6T yYIrpozKaTb OIIAaCHOCTD KparKy UJIN IIEpEXBATA IIJIaTEXXHOI'O ITapOJIAd;

3. Beibepu cioxHBIN maposb. IIpecTymHUKaM OyZeT He MPOCTO YraZaTh CJIOKHBIHN
napoJsib. HajieskHble maposiv - 3TO MapoJid, KOTOpPbIE cOAepKaT He MeHee 8 3HAKOB U
BKJIIOUAIOT B €051 CTPOYHBIE U ITPOITUCHBIE OYKBBI, UM PHI M HECKOJIBKO CUMBOJIOB, TAKHE
KaK 3HaK JioJUiapa, GyHTa, BOCKJIUIATEeIbHbIN 3HAK U T.II. Hampumep, $tRong!;;

4. He BBOAY CBOU JINUHBIE JITAaHHBIE HA caliTaX, KOTOPHIM HE JIOBEPSEIIIb.
JJIEeKTPOHHAA IoYTa

DJIeKTPOHHAA IIOYTA - 3TO TEXHOJIOTUSA U MPEOCTABJISIEMBIE €10 YCJIYTH 10 MePeChlIKe U
MIOJIyUYEeHUI0 3JIEKTPOHHBIX COOOIIEHUM, KOTOPHIE PaCHpeesssioTcs B KOMIIBIOTEPHOM
cetd. OOBIUHO SJIEKTPOHHBIA IIOYTOBBIA SAIIUK BBIVIAIUT CJIEAYIONUM 00pa3oM:
MMs_II0JIb30BATENA@UMsA_/JoMeHa. Takke KpoMe Iepeiauu IMIPOCTOTO TEKCTA, MMeeTCs
BO3MOXKHOCTb Ilepe/IaBaTh (Paiibl.

OcHOBHbBIE COBETHI 10 Oe30TacCHOU paboTe C 3JIEKTPOHHOMN ITOYTOM:

1. Hazo BpIOpaTh MpaBUILHBIA ITOYTOBHINA CEPBUC. B MHTEpHETE ecTh OTPOMHBIN BBIOOD
OecryIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUIllEe JIOBEPATHh TEM, KOTO 3HAENIb U KTO
IIepBbIi B PEUTHHTE;

2. He ykaspIBail B JINYHOU IOUTe JINUHYIO nHpopManuw. Hampumep, jydiie BoIOpaTh
"My3bIKIbHBIN_(paHaT@" miu "pok2013" BMecTo "Tema13";

3. Mcnosp3yil ABYX3TAMMHYI0 aBTOPU3AIUI0. TO KOT/Ia IIOMUMO IApoJisd HY>KHO BBOJUTH
KO/JI, IpuchblIaeMbId 110 SMS;

4. Bpibepu cyIOKHBI maposb. 1 KaKIOro IMOYTOBOTO SIIUKA JIOJKEH OBITh CBOU
Ha/Ie’KHBIN, YCTOUYUBBIU K B3JIOMY [1apOJIb;

5. Ecam ecTh BOBMOKHOCTh HalMCaTh caMOMYy CBOU JIMYHBIN BOIIPOC, HCHOHBBYﬁ ATy
BO3MOXHOCTD,



6. Vcrnosb3yil HECKOJBKO IOYTOBBIX ANIMKOB. IlepBblil IjI1 4acTHOUM MeEpenucKu C
ajipecaTamMu, KOTOPBIM ThI JIOBePsAEIIb. ITO 3JIEKTPOHHBIN aipec He HaJl0 UCII0JIb30BaTh
IIpU perucTpanuu Ha GpopyMax U cauTax;

7. He oTkpbiBall ailibl U APyrUe BJIOXKEHUs B MHChbMax, Ja)Ke €CJIM OHU MPHUIIIN OT
TBOUX Jipy3ei. JIydlle yTOUYHHU y HUX, OTIIPABJISJIN JIM OHU TebOe 3Th (haiiIbl;

8. ITocsie okOHUaHUS PabOTHI HA TIOUTOBOM CEPBHCE MTePe/] 3aKPHITHEM BKJIA/IKU C CAUTOM
He 3a0y/b Ha’KaTh Ha "BerATu".

Ku6epOy/L/IMHT WU BUPTYaJbHOE U3/1€BATEIHCTBO

KI/I6ep6y.TIJII/IHI‘ - IpecisiegoBaHHUE COO6HI€HI/IHMI/I, coaepxralliuMun OCKOp6JIeHI/IH,
arpecCcuro, 3allyruBaHHeE; XYJIMTaHCTBO; COLIMAJIBHOE 60ﬁKOTHpOBaHHe C IIOMOIIIbIO
Pa3JIMYHbIX MHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 OOPBHOE ¢ KNOEPOYIITUHTOM:

1. He 6pocaiics B 60. JIyummii criocob: ITocoBeTOBAaThCA KAk ce0s BECTH U, ECJTU HET TOTO,
K KOMY MOKHO OOpaTHUThCsI, TO BHaUaJie YCIOKOUTHCA. EC/IM Thl HaYHEIIb OTBEYATh
0CKOpOJIEHUSAMU Ha OCKOPOJIEHHSI, TO TOJIBKO ellle O0JIbIlle Pa30sKKellb KOH(PIIUKT;

2. YpasJisii cBoel KubepperyTarueit;

3. AHOHUMHOCTh B Ce€TH MHHUMAas. CYII_IECTBYIOT CII0COOBI BbIACHHUTDb, KTO CTOUT 3a
AHOHUMHBIM aKKaYHTOM;

4. He cTouT BecTu Xy/JIMraHCKUI 00pa3 BUPTyaIbHOU JKU3HU. VIHTEpHET PUKCUPYET BCe
TBOM JIEHCTBUSA U COXPAHsIET UX. YIATUTh UX Oy/ieT KpaliHe 3aTPYAHUTEIBHO;

5. Cob1r0/1a#1 CBOIO BUPTYaJIbHYIO YECTH CMOJIOAY;

6. IrHopupy# eIMHUIHbIN HeraTuB. OTHOpa30Bble OCKOPOUTEIHHBIE COOOIIEHM S JIyUIIle
urHopupoBaTh. OOBIYHO arpeccus MpeKpaIiaeTcs Ha HaYaJIbHON CTa UM,

7. ban arpeccopa. B mporpamMmMmax oOMeHa MTHOBEHHBIMH COOOIIEHUSMU, B COITAATbHBIX
CETSX €CTh BO3MOKHOCTh OJIOKUPOBKHU OTIIPABKH COOOIIEHUH C OITpe/ie/IEHHBIX aJIPECOB,;

8. Ecim TBI cBuzerens KubepOysutmHra. TBOW JeWCTBHUA: BBICTYIUTh IIPOTUB
npecjefoBaTesis, IOKa3aTh €My, UYTO €ro JIeHCTBHUSA OIEHUBAIOTCSA HEraTUuBHO,
MIO/IIEPIKATH JKEPTBY, KOTOPOH Hy’KHA IICUXOJOTUYECKASA IOMOIIb, COOOITUTH B3POCIBIM
0 ¢akTe arpecCUBHOTO MOBEJIEHU B CETHU.

MoouabHbIN TeJ1edOoH

CoBpemeHHbIe cMapTGOHBI U IUIAHIIETHI COJIEPKAaT B ceOe BIIOJIHE B3POCIIBIN
(pyHKIIOHAJ, U TEIIEPh OHU MOTYT KOHKYPHUPOBATh CO CTAIlMOHAPHBIMHU KOMIIbIOTEPAMHU.
OpHako, CpeACTB 3aIUTHI 1A IMOI00OHBIX YCTPOMCTB IOKa OUYeHb MaJio. TecTupoBaHue U
IIOUCK YA3BUMOCTEN B HUX IMPOUCXOAUT HE TaK MHTEHCUBHO, Kak /s 11K, To ke camoe
KacaeTcs U MOOMJIbHBIX IMPUJIOKEHH .

CoBpemeHHbIE MOOHJIBHBIE Opay3ephl y2Ke MPaKTUYECKU JOTHAJIM HACTOJIbHbIE aHAJIOTH,
OTHAKO paciiupeHue (pyHKIMOHAIA BeveT 32 OO0 OOJIBIIYIO CIOKHOCTh M MEHBIIIYIO
3aIUIIEHHOCTb.



,Z[aJ'IeKO HE BCE IIPOU3BOAUTEJIN BBIITYCKAIOT O6HOBJI€HI/IH, 3aKpbIBalOIIE€ KPUTHUYECKHE
YA3BUMOCTH AJId CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JIJI5 06e30MacHOCTH MOOMJIBHOTO TeJIe(bOHaZ

Hwuuero He siBIsieTCA MO-HaACTOAIEMY OecriaTHBIM. Byb ocToposkeH, Befb Korjyia Tebe
IpeajiaraloT OecIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIaTHBIE
YCIIyTH;

Jymaii, npexze ueM otrpaBuTb SMS, ¢oTo wiu Buieo. Thl TOUHO 3HAEIb, TJIe OHU OYAyT
B KOHEUHOM UTOTEe?

Heo6xoaumMo 06HOBJIATE ONEPAIIOHHYIO CUCTEMY TBOETo cMapTQOHa;
Hcnonp3yit aHTUBUPYCHBIE ITPOTPAMMBI IS MOOMJILHBIX Te1e(OHOB,

He sarpymaﬁ IIPUJIOKEHUA OT HEM3BECTHOT'O MCTOYHHKA, BE€Ab OHU MOTIYT COAEPXKATb
BPEAOHOCHOE IIPOrpaMMHO€E O6€CH€‘I€HH€;

ITocie TOro Kak ThI BBIWJEINIb C CalTa, I7ie BBOJWJ JIMYHYI0 HHGOPMAILHIO, 3al I B
HAaCTPOUHKH Opay3epa u yaaiu cookies;

Hepuonnqecm/l HpOBepf{fI, KaKHe€ IVIaTHbIE€ YCOIYT'YM aKTUBUPOBAaHbI Ha TBOEM HOMEDPE;

JlaBaii cBOMf HOMEP MOOMJILHOTO TelepOHA TOTBKO JIFO/ISAM, KOTOPBIX ThI 3HAEIIH U KOMY
JIOBEpselllb;

Bluetooth mosmxeH ObITH BBIKJIIOUEH, KOT/IA Tl M HeE HOJIb3yellibcs. He 3a0bIBaii HOTIA
IIPOBEPSATH 3TO.

Online urps1

CoBpemMeHHblEe OHJIAWUH-UTPBI - O5TO KpaCOYHBbIE, 3aXBaThIBAIOIIUE Ppa3BjeueHUs,
00'beIMHAIONINE COTHH THICSY YeJIOBEK 110 BceMy MUPY. ITPOKH HCCIeAyIOT JaHHBIA UM
MHP, OOIIAIOTCA ZPYT C APYTOM, BBINOJHAIOT 33JIaHUsI, CPAKAIOTCA ¢ MOHCTPaMHU U
MIOJIy4alOT OMBIT. 3a YAOBOJIBCTBUE OHHU IUIATAT: IIOKYNAIOT JAUCK, OIUIaYUBAIOT
abOHEMEHT WU MPUOOPETAIOT KaKhe-TO OIIIHH.

Bce stm cpexncrBa uayT Ha NOjJep:KaHUe U Pas3BUTHE WUIPHI, a TakKe Ha camy
0e30IMacHOCTh: COBEPIIIEHCTBYIOTCS CUCTEMBI AaBTOPHU3AIHH, BBIITYCKAIOTCSA HOBBIE TATUH
(rmudpoBbIe 3aIaTKU JJIs IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX HUI'paxX CTOUT OIlaCaTbCA HE CTOJIbBKO CBOUX COIIEPHHKOB, CKOJIBKO Kpa*XKu
TBOETO ITIapOJid, Ha KOTOPOM OCHOBaHa CHCTE€Ma aBTOpU3all OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30MaCHOCTU TBOETO HUTI'POBOr'0 aKKayHTa:

1. Ecam I[I)YFOIL/'I HUT'DOK BEIET cebs IJI0X0 WJIH co3gaeT Tebe HEIIpUATHOCTH, 38.6]10KHpYﬁ
€r'o B CITMCKE UI'POKOB;

2. HO)KEUIYIL/'ICﬂ AIMHUHHUCTPATOpPAaM HWIPblI Ha IIOXO€ IIOBE€JEHHE JOTOro HUrpokKa,
JKeJraTeJIbHO ITPUJIOKUTD KaKHE-TO J0Ka3aTE/IbCTBA B B€ CKPDHUHOB;

3. He ykassiBaii 1uuHyto nHopMaIuio B mpodaiie urphi;

4. YBaxkaul Ipyrux y4acTHUKOB I10 UTPE;



5. He ycranaBimBai HeoduIUaIbHbIE TATYU U MOJIBI;
6. Mlcionib3yH CI0KHBIE U Pa3Hble ApOJIY;

7. I[a;xe BO Bp€MA HUI'PbI HE CTOUT OTKJIIOYATb aHTHUBUPYC. IToxa ThBI Urpae€nib, TBOU
KOMIIBIOTEDP MOTYT 3apa3UTh.

POUuIMHT WIH Kpaxa TUIYHbIX JaHHbIX

OOBIYHOM Kpakell JeHer U JOKYMEHTOB CErofHs YK€ HHKOTO He YAUBHUIINb, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJIOTUIH 3JIOYMBIIUIEHHUKH IIEPEMECTUINCh B UHTEPHET, U
IIPOJIOJKAIOT 3aHUMAThCS "JTIOOMMBIM"' JTIEJIOM.

Tak mosBUIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WU QUIIKHT, TJIaBHAA 1€JTh
KOTOPOTO COCTOUT B MOJIyUYeHUHN KOHDUAEHITNATHHBIX TaHHBIX [10JIb30BaTeJ e - JOTUHOB
u napoJsieii. Ha anruiickom sizbike phishing ynraercs kak pumnuar (ot fishing - ppioHas
JIOBJIsI, password - TapoJib).

OcHOBHBIE COBETHI 110 OOPHOE ¢ PUITUHTOM:

1. Ciegqu 3a cBOUM AKKAyHTOM. Ecau T Imoao3peBaciilb, 4YTO TBOA aHKeETa ObLIa
B3JIOMaHa, TO H606XOI[I/IMO 33.6JIOKI/IPOBE[TB ee u COO6H_II/ITI) AIMHUHHCTPpATOpaM pecypca
00 5TOM KaK MOKHO CKOpee€;

2. Mcnonp3yii Oe3orracHble BeO-caliThl, B TOM YK CJIe, HHTEPHET-Mara3nHOB U IIOUCKOBBIX
CHCTEM,

3. Mcmose3y#l c10KHBIE U pa3Hble mapoJik. Takum obpa3oM, ecyii Tebsl B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKY II0JIydaT AOCTYII TOJIBKO K OJHOMY TBOeEMY MPOMUIIIO B CETH, a HE KO
BCEM;

4. Ecniu Tebs B3soMau, TO HE0OXOUMO MPeAYIIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE
Z100aBJIeHBI y T€OS B APY3bSIX, O TOM, UTO T€OS B3JIOMAIN U, BO3MOXKHO, OT TBOETO UMEHU
OyZAeT pacchlIaThCsA CIIaM U CChUIKU Ha (PUIITMTHTOBBIE CANTHI;

5. YcraHoBH HaJiesKHBIN maposib (PIN) Ha MOOWIBHBIN TeedoH;
6. OTKJIIOUH cOXpaHEHUeE MapoJisi B Opay3epe;

7. He oTKpbIBail (ailsibl U ApyTHUe BJIOKEHUS B MUCbMax, /IaKe €CJIM OHU HPUIIIA OT
TBOUX Apy3el. JIydiie yTOUHU Yy HUX, OTIPABJISIIN JIU OHU TeOe 3T (HaiIbL.

IMudposBasa pemyranusa

[Mudposas pemyranus - 3TO HeraTUBHAsA WM MO3UTUBHAs WH(OpPMAIUs B CETU O Tebe.
Kommnpomerupytomass nadopmarus, pa3MellleHHass B UHTEPHETe, MOKET CePhe3HBIM
00pa3oM OTpa3UThCs HA TBOEH peasbHOU ku3HU. "L{udpoBas pemyranusa’" - 3To TBOM
UMUK, KOTOPBIY popMupyercs u3 uHpopmanuu o Tebe B UHTEPHETE.

TBoe mecTO KUTEJIbCTBA, y‘-Ie6bI, TBOE (l)I/IHaHCOBOE II0JIOZKEHHE, 0COOEHHOCTHU XapaKTepa
H paCCKa3bl O OJIN3KUX - BCE DTO HAKAILINBAETCA B CETH.

MHor#e IOAPOCTKY JIETKOMBICIEHHO OTHOCATCS K IMyOJITUKAMK JIMYHONH HHQOPMaIUU B
HHTepHeTe, HE IIOHUMAas BO3MOXKHBIX ITOCIeACTBUI. ThI Ja’ke HE CMOIKEIIb J0TaIaThCs
o ToM, uTo poTorpadus, pa3MellleHHas 5 JIeT Ha3aJl, CTajla IPUINHOH OTKa3a MPUHATH
Tebs1 Ha paboTy.



KommeHTapun, pasMmemieHue TBOUX ¢oTorpaduii u apyrue JIeHCTBUA MOTYT HeE
HCUE3HYTh JlasKe I0CjIe TOTO, KaK Thl X yAaIUIb. Thl He 3HAEIIb, KTO COXPAHUJI 3Ty
“HOpMAaINIO, TI0TaJia JIU OHA B IOUCKOBBIE CUCTEMBI M COXPAaHUJIACh JIM OHA, a TJIaBHOE:
YTO MOJYyMalT O Tebe OKpy:Kalolue JIIOU, KOTOpPble HAWAYT M YBUAAT 5T0. HaiiTu
MHOOPMAINIO MHOTO JIET CILyCTsI CMOKET JII000H - Kak U3 T00PBIX MTOOYKAEHUH, TaK U C
HaMepeHHEeM MPUUYUHUTH Bpe]. ITO MOKET OBITh KTO YTO/THO.

OCHOBHBIE COBETHI I10 3aITuTe IUGPOBOU peIyTaIluu:

1. [logymaii, mpek/ie 4eM UYTO-TO ITyOJIMKOBAaTh W IepeaBaTh y cebs B OJiore MJIH B
COIIAJILHOM CETH;

2. B HacTpolikax Mpodusis yCcTaHOBU OTPaHUYEHHS HA IPOCMOTP TBOETO MIPOGUIIA U €T0
COJIEP>KUMOTO, CIeIail ero TOJIbKO "I Apy3ei’;

3. He pazmemaii 1 He ykasbsiBaii HHGOPMAIHUIO, KOTOPAsA MOKET KOTO-IM00 OCKOPOJISThH
UJIN 0OUKATh.

ABTOpCKOE NIpaBo

COBpeMeHHble IIIKOJIbHUKHN - QAKTHBHBIE€ II0JIb30BaTEJIN I_II/I(I)pOBOI‘O IIPOCTPAHCTBA.
OI[HaI{O AAJIEKO HE BCE€ 3HAIOT, UTO II0JIb30BAHHE€ MHOT'MMH BO3MOXKHOCTAMU I_[I/I(l)pOBOFO
MHpa Tpe6yeT CO6JIIO,Z[€HI/IH IIpaB Ha MHTEJIJIEKTYAJIbHYIO COOCTBEHHOCTb.

TepMmuH "WHTEJUIEKTyasIbHass COOCTBEHHOCTH' OTHOCHTCA K Pa3JINYHBIM TBOPEHUSAM
YeJI0BEUeCKOT0 yMa, HauWHas C HOBBIX HM300peTEHHWH W 3HAKOB, O000O3HAYAOIIUX
coOCTBEHHOCTh Ha IIPOAYKTHI W YCJIYTH, W 3aKaHUYUBass KHUTaMu, (ortorpadusamu,
KUHODUIbMaMHU U My3bIKAJIbHBIMH ITPOHU3BEIEHUSIMU.

ABTOpCKHE TTpaBa - 5TO IIpaBa Ha UHTEJUIEKTYaAIbHYI0 COOCTBEHHOCTh Ha IMPOU3BE/IEHUS
HAyKU, JIUTEPATYPhl U UCKycCTBa. ABTOPCKHUE MpaBa BBICTYNAIOT B KauecTBe rapaHTUU
TOTO, YTO UHTEJIEKTYaIbHBIHN /TBOPUECKUH TPYZ, aBTOpA He Oy/leT HAalpacHbBIM, JIACT EMY
CIIpaBe/JIUBblE BO3MOXKHOCTU 3apaboTaTh Ha pe3yJsbTaTaX CBOErO TPYZAa, MOJIyYUTh
HM3BECTHOCTH U Npu3HaHue. HUKTO 6e3 pa3pelieHns aBTopa He MOKET BOCIIPOU3BOAUTD
€ro IIpOU3BeJieHHe, PpPaCIpPOCTPAHATh, IMyOJUYHO J€MOHCTPUPOBATh, IIPOJABATh,
MMIIOPTUPOBATh, IyCKAaTh B MPOKAT, IIyOJIMYHO MCIIOJHATH, OKA3hIBATh/UCIIOJHATD B
a¢upe wiu pasmemaTts B IHTepHeTe.

Hcnonp3oBaHue "MUPATCKOTO" MPOrPaMMHOTO 00eCIIeUeHU S MOKET IIPUBECTU K MHOTHM
pHCKaM: OT IIOTEPH JAaHHBIX K TBOUM aKKayHTaM /10 OJIOKHPOBKH TBOETO YCTPOUCTBA, I/ie
yCTaHOBJIEHA HeJjierajibHasA mporpamMma. He crouT Takske 3a0bIBaTh, UTO CYyIECTBYIOT
JieraJibHBbIE U OecCIIaTHBIE ITPOTPAMMBbI, KOTOPhIE MOKHO HAUTH B CETH.

O nmopraie

CeTeBUUYOK.pd - TBOU IJIaBHBIM COBETUMK B CETH. 37eCh Thl MOXeENIb Y3HATh O
0e30MMacHOCT B CETH IOHATHBIM M JOCTYIIHBIM SI3bIKOM, a IPU BO3HUKHOBEHHUU
KPUTUUECKOU CUTYaI[Uh 0OPATUTHCA 32 COBETOM. A TaKKe IIPUHATD yUacTHe B KOHKypcax
Y CTaTh CAaMbIM IIU(PPOBBIM I'PaKTAHUHOM!

IIpusnoxenue N° 3

[Ipunoxenwne 3. [lamaATka 11 poguTesiei 06 HHPOPMaIMOHHON O€30IIaCHOCTH JIETeN
Ompenenenne TepMuHa "WHGOpManuoOHHass 0Oe30HaCHOCTh JIeTel'" COJIEPIKUTCA B

®enepanpHoM 3akoHe NO 436-®3 "O zammure sieteli oT HHOOPMAIIUH, TPUYHHAIOIIEN



BDEJI UX 3JI0POBBIO M PA3BUTHUIO", PETYIUPYIOIIUM OTHOIIEHUS, CBSI3aHHBIE C 3aIUTON
JleTeli oT HHQOpMAaIU, TPUIHUHSIONIEH Bpe] NX 3/I0POBbI0 1 (1n) pa3BuTuio. CorsracHo
JITAaHHOMY 3aKOHy 'WH(pOpMAaIMOHHAsA 0e30MacHOCTh JeTed' - 5TO COCTOSHUE
3aIMUIEHHOCTH, IIPU KOTOPOM OTCYTCTBYEeT PHCK, CBSA3aHHBIH € IPUYUHEHUEM
nHOpMaIel Bpesia uxX 3/T0POBbI0 U (M) PU3HIECKOMY, IICUXUUECKOMY, AYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuny ®epepanpHoro 3akoHa NO 436-©3 wundbopmainueld, OTPUUYUHAOINEA Bpes
3/I0POBBIO U (M) PA3BUTHUIO JIETEMN, ABJISETCH:

1. uHdopMaIus, 3anpelieHHas /IJid paclpoCTpAaHEeHU Cpeau JeTel;

2. I/IH(I)OpMaI_[I/If{, pacCiipoCTpaHeHUue KOTOpOfI OrpaHU4Y€HO Cpeau Z[eTefI OIIpeaeJIEHHbIX
BO3PAaCTHBIX KaTeI‘oprI.

3. K uadopmanuu, 3anpelneHHoON JJ1s1 paclpOCTPAaHEeHUs CPEU JIETEH, OTHOCUTCS:

4. uHpopmanus, modyKaaroIias JeTeld K COBEPIIEHUI0 JIEWCTBUH, MPEICTaBIISIONINX
Yyrpo3y WX JKU3HU U (WJIM) 3I0POBBIO, B T.U4. IPUUYMHEHUIO Bpela CBOEMY 3/I0POBBIO,
caMOyOUiiCTBY;

5. CIIOCOOHOCTH BBI3BATh y JeTE€H jKeJlaHWe YIIOTPEOUTh HAPKOTUUYECKHE CPEJICTBA,
IICUXOTPOITHBIE U (MJIN) OfypPMaHHUBAIOIIME BEIECTBA, TaOaUHbIE U3/1eJTH s, AJTKOTOJIbHYIO
U CIUPTOCO/IEPKAIIYIO MTPOAYKITUIO, IIMBO U HAITUTKU, U3TOTABJIMBaeMbI€ HA €70 OCHOBE;
IIPUHATH yJacTHe B a3apTHHIX UTPaX, 3aHUMAaThCA MPOCTUTYIIEH, OpOAsSKHUUYECTBOM
WJIY TOIIPOIIailHUYEeCTBOM;

6. 000CHOBBIBAIOIIAS UJTH OIIPAB/IBIBAIOIIAS JIOMYCTUMOCTD HACUIUA U (I ) JKECTOKOCTU
060 TOOYK/IaIoas OCYIIECTBIATh HACHUJIBCTBEHHBIE JEHCTBUA IO OTHOIIEHHIO K
JIIOASIM M ?KUBOTHBIM;

7. OTPUIAIONIASA CEMEHHbIe IeHHOCTH U (HOpPMHUPYIOIIas HEyBaOKEHUE K POAUTEAM U
() IPYTUM WieHaM CeMbU;

8. ompaBzpIBaloIasi IPOTHUBOIIPABHOE ITOBE/IEHUE;
9. cozieprKaIas HelleH3ypHYI0 OpaHb;
10. cojiepskaras ”HGOPMAaIHIO MOPHOTPadUUECKOTO XapaKTepa.

K undopmarun, pacupocTpaHeHne KOTOPOI OTpaHNYEHO cpeu JieTell oIpesiesIeHHOTO
BO3pAacTa, OTHOCUTCA:

1. uHQoOpManus, mpecTaBisieMasi B BUJie M300pakeHUs WU OITMCAHUS KECTOKOCTH,
¢dusuueckoro u (WIM) TICUXHYECKOTO HACHJIHMA, IIPECTYIUIEHHS WJIH HWHOTO
aHTHOOIIECTBEHHOIO €1 CTBUS;

2. BBI3BIBAIOINAA Yy JIETE€H CTpaX, y»Kac WM MaHUKYy, B T.4. IIPeJCTaBjseMas B BHUJIE
n300paKeHUs WJIM OIMCAHUS B YHIIKAWOIIEH YeJIOBEUECKOe JIOCTOMHCTBO (opme
HEHACUJIbCTBEHHOH CMEPTH, 3a00JIeBaHUSA, CAMOYOHUICTBA, HECYACTHOTO CIy4asi, aBapuu
WJTH KaTacTpodsl U (MJIHM) UX ITOCJIEICTBUL;

3. IIpeJicTaBysieMas B BUJie U300paKeHUs WU OMUCAHUSA MOJOBBIX OTHOIIEHUH MEKIY
MY>KUMHOU U KEHII[UHON;

4. coJlep>kainas OpaHHbIe cJI0BA U BhIPaXKeHU A, He OTHOCAIIHeC K HelleH3ypHOU OpaHuU.



C yuetrom aToro Bam mnpeasiararorcs mpaBusia paboThl B ceTH VIHTepHET JJTsT pa3InIHbBIX
BO3DACTHBIX  KaTeropui,  COOJIIOJIeHHEe  KOTOPBIX  ITO3BOJIUT  O0ECIeYUTh
WH(POPMAaIMOHHY0 0€30ITaCHOCTD BAIlIUX JIETEH.

OO01mue mpaBuiIa AJIsk pOaUTEJIeH

1. HesaBucumo oT BO3pacTa pe6eHKa I/ICHOJIBBYﬁTe IIporpaMMHOE O6€CH€‘-I€HH€,
IIoMoOraroiiee (l)I/IJIprOBaTb W KOHTPOJIMPOBATDH I/IH(l)OpMaI_II/IIO, HO He MoJIarauTech
MOJIHOCTHIO Ha Hero. Baiiie BHUMaHUE K pe6eHKy - TJIaBHBIN METO[, 3alllUThI.

2. Ecytu Baiir pebeHOK nMeeT aKKayHT Ha OHOM U3 COIUaIbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakteoru wu T.I.), BHUMaTeJIbHO H3yuHTe, KaKyl0 HHOOPMAIIHIO
ITIOMEIIAIOT €r0 YYaCTHUKH B CBOMX IPOGUIAX U 0j10Tax, BKIouas pororpaduu v BUIEO.

3. IIpoBephTe, ¢ KaKUMHU APYTHMH CaHTaMH CBs3aH COIIMAJIBHBIA cepBUC Barrero
pebenka. CtpaHnyku Baiiero pebeHka MoryT ObITh O€30IaCHBIMU, HO MOTYT U COZIEPYKATh
CChUIKM Ha HeKeJaTeJIbHbIe M OIACHbIe CAaWThl (HAIpHUMep, MOPHOCAUT, UJIM CAWUT, Ha
KOTOPOM /Py YIIOMHHAeT HOMeEpP cOTOBOro TesedoHa Baimero pebenka wiau Barr
JIOMAIITHUH ajipec).

4. IloompsiiTe Bammux gereit coobmaTh 000 BCEM CTPAaHHOM HJIM OTTAJIKHBAIOIIEM UM HE
CJIMIIIKOM OCTPO pearupyuTe, KOT/Ia OHU 3TO AeJaioT (M3-3a OImaceHus ITOTEePATH JOCTYII
K VHTEepHeTy JieTH He TOBOPAT POAUTENAM O IIpobJieMax, a TakKe MOTYT HadaTh
HCI0JIb30BaTh VIHTEpHET BHE I0MA U IIIKOJIBI).

5. Byznbre B Kypce ceTeBoi >ku3HHU Barero pebenka. VIHTeEpecyiTech, KTO UX APY3bs B
HHTepHeT Tax ke, KAK HHTepecyeTeCh PeaJIbHbIMHU IPY3bsIMU.

Bospacr ot 77 10 8 J1eT

B NuTepHeTe pebeHOK cTapaercs IMOCETUTh T€ WJIW MHbIE CAThI, a BOBMOKHO U YaThI,
paspellleHde Ha IOCElIeHre KOTOPBIX OH He IMOJIy4YHs Obl OoT poxuTtesed. ITosromy
pOAUTEIIIM OCOOEHHO TIOJIE3HBI OyAyT Te OTYeThl, KOTOPhIEe IPEAOCTABIISIOTCS
IIporpaMMaMy II0 OTPaHUYEHUIO WUCIIOJIb30BaHUA HHTepHeTa, T.e. Poautesbckuit
KOHTPOJIb WJI TO, YTO BBl CMOXKETE YBHUJIETh BO BpeMeHHbIX ¢aisiax. B pesynbrare, y
pebeHKa He OyJIeT OIMYIeHHs, YTO 3a HUM BeJIETCSA MOCTOSIHHBIA KOHTPOJIb, OJTHAKO,
poxnuTenu OyAayT IIO-TIPEKHEMY 3HATh, KaKHe CalThl ITocelaeT ux pebeHOK. letw B
JTAaHHOM Bo3pacTe o00JI1ajal0oT CHJIBHBIM YyBCTBOM CEMbU, OHHU JIOBEPUUBBHI M HE
COMHeBaIoTcs B aBTopuTeTax. OHU JIIOOAT UTPATh B CETEBBIE UTPHI U IIyTEIIECTBOBATH IO
HHTEepHETY, HCHOJb3Yys BJIEKTPOHHYIO IOYTy, 3aXOJWUTh Ha CauThl M 4YaThl, He
pEKOMEH/IOBaHHbBIE POUTEISAMH.

CogeTbl 110 0€3011aCHOCTY B ceTu MHTEpHET U1 AeTel 7-8 et

1. Co3paliTe CIIMCOK JOMAIIIHUX ITPaBUJI MoOceleHusa VIHTepHeTa NpU y4yacTUH JieTeld u
TpeOyHTe ero BHIIOJTHEHUS.

2. TpebOyiiTe oT Bamiero pebeHka coOJio/ieHUs BPEMEHHBIX HOPM HaxOXJIEHUs 3a
KoMITIbIOTEPOM. [TokaskuTe pebeHKy, uTo Bbl HabII071aeTe 3a HUM He TOTOMY 4TO Bam 310
X0ueTcsi, a MOTOMY UTO Bbl OecriokouTech 0 ero 6e30MacHOCTH U BCETJIA TOTOBBI €My
IIOMOYb.

3. Komnprorep ¢ moaxsroueHneM K MIHTepHETY [OJKEH HAaXOAUThCA B 00IIIell KoOMHATe
10/ IPUCMOTPOM POJIUTETIEN.



4. HCHOHBSYﬁTe CIiequaJibHbI€ JE€TCKHE IIOMCKOBbIE MAIIIMHbI.

5. Mcrionb3yiiTe cpecTBa 0JIOKMPOBAHUS HEXKEIATETBHOTO KOHTEHTA KaK JOIIOJTHEHHE K
CTaHJIapTHOMY PoauTenbcKkoMy KOHTPOJTIO.

6. CospaiiTe ceMeWHBIH 3JI€KTPOHHBIA SAIMUK, YTOOBI HE IIO3BOJIUTH JIETAM HMETh
cobCTBEeHHBIE ajipeca.

7. B.TIOKI/Ipyf/JITe AOCTYII K caliTaM c¢ OecCIIaTHBIMU HOYTOBBIMU AIMKaMKX C IIOMOIIIbIO
COOTBETCTBYIOIIETO IIPOT'PAMMHOTI'O obecrneueHusI.

8. Ilpuyuure pgereil coBeroBaTbcA ¢ Bamm mepes omyOJIMKOBaHMEM KakOH-TUOO0
“HOpMaAU CPEACTBAMU 3JIEKTPOHHOUW IOYTHI, YAaTOB, PETUCTPAIIMOHHBIX HopM U
npoduen.

9. Hayuure ereii He 3arpy»kath (paiiyibl, IporpaMMBbl HJIU My3bIKy O6€3 Balllero Corjiacusl.
10. He paspemaiite leTsIM UCIIOJIH30BATh CJIY:KObI MTHOBEHHOTO 0OMeHa COODIIeHUSIMH.

11. B "Gesprit" cimcok caiiToB, pa3pelieHHbIX JJIs ITOCEIEHNA, BHOCUTE TOJIBKO CAUTHI C
XOpOIIIeN pernyTaluen.

12. He 3abbIBaliTe Oece/1oBaTh C AeThbMHU 00 UX APY3bsixX B IHTepHETe, KaK ecu Obl pedyb
IIJ1a O IPY3bX B PEUTbHOMN KU3HU.

13. He nenatiTe "Taby" U3 BOIIPOCOB IOJIOBOM JKU3HHU, TaK Kak B IHTEpHETE JIETH MOTYT
JIETKO HATKHYTHCS HA TOPHOTPa(UIO UJIU CAUTHI "7 B3POCIIBIX .

14. Ilpuyuyute Bamero pebeHka coobmaTh BaM O JIIOOBIX Yrpo3ax WM TPEBOTrax,
cBsI3aHHBIX ¢ THTepHEeTOM. OcTaBaiiTeCh CIOKOMHBIMHA U HAIIOMHHTE JIETSAM, YTO OHU B
0e30macHOCTH, €cjd CaMH paccKka3ajii BaM O CBOMX TpeBorax. lloxBasure ux u
IIOCOBETYUTE MOJOUTH €llle Pa3 B MOA00HBIX CITyUasX.

Bospacr aereu ot 9 10 12 JieT

B nanHOM BoO3pacTe JieTH, KaK IIPaBUJIO, YK€ HACJBIIIAHbl O TOM, Kakasg nHopMaIus
cymectByer B MHTepHeTe. COBepIIEHHO HOPMAaJIbHO, YTO OHU XOTAT 3TO YBU/IETD,
IIpOYeCcTh, YCJBINIATh. IIpU 3TOM HYKHO IOMHHTB, UTO JOCTYH K HeKeJlaTeJbHbIM
MaTeprajaM MOXKHO JIeTKO 3a0JIOKMpOBAaTh IPU TOMOIINM CPeACTB POAUTENHCKOTO
KOHTPOJIS.

CoBeTnlI 110 6€30IIaCHOCTH JJISI IETEH OT 9 JI0 12 JIeT

1. Co3paiiTe CIUCOK JAOMAIIHUX MPAaBUJ NocemeHus VIHTepHeT IpU y4acTUU JieTeud U
TpeOyiTe ero BBITTOJTHEHUS.

2. TpebyiiTe ot Barero pebeHka co0JIt0/IeHNs HOPM HaX0K/I€HU 32 KOMITBIOTEPOM.

3. HabGiromatiTe 3a peOeHKOM mpu paboTe 3a KOMIIBIOTEPOM, IMOKAXKUTE €My, UYTO BbI
OecriokouTeCh 0 ero 6€30IaCHOCTH U BCEr/ia TOTOBBI OKa3aTh €My IIOMOIIIb.

4. Kommbiorep c nosaksroueHreM B IHTEPHET JI0J?KeH HaXOAUThCA B 001l KOMHATE IO/
IIPUCMOTPOM POJUTEJIEN.

5. Mcrionp3yiiTe cpecTBa 0JIOKMPOBAHUS HEXKEIATETbHOTO KOHTEHTA KaK JOIIOJTHEHHE K
CTaHJIapTHOMY PouTeIhcKoMy KOHTPOJTIO.



6. He 3a0pIBaliTe MPUHUMATH HETIOCPE/ICTBEHHOE YUacTHe B )KU3HU pebeHKa, bece0BaTh
c IeTbMU 00 UX APYy3bsix B IHTEpHeTeE.

7. HacramBaiiTe, 9TOOBI IETH HUKOT/IA HE COTJIAIIAJINCH HA JIMYHBIE BCTPEYH C JIPY3bAMU
1o MurepHery.

8. Ilo3BosisiiiTe NETAM 3axOAUTh TOJBKO Ha CaWThl W3 "0Oesoro" CIMCKa, KOTOPHIN
co3/1aliTe BMECTE C HUMHU.

9. Ilpuyuute peTeld HHKOI/Ia He BBIJIABATh JIMYHYI0 HUHGPOpPMAIUIO Cpe/ICTBAMU
BJIEKTPOHHOU IIOYTHI, YATOB, CHUCTEM MTHOBEHHOTO OOMeHa COOOIIEeHUSIMHU,
perucTpanuoHHbIXx (OpM, JUYHBIX Npoduield U IpU PerucTparuu Ha KOHKYPCHI B
HNHurepHere.

10. [IpuyunTe neTell He 3arpykaTh IporpamMmMbl 6e3 Barero paspemenusa. OObsicHUTE
UM, 4YTO OHU MOTYT CJIy4alHO B3arpy3duTb BUPYChl WJIU Jpyroe HeXKeJlaTeJbHOe
IIpOTpaMMHOe obecrieueHue.

11. Cospatite Bamemy peOeHKy OrpaHHMYEHHYIO YYETHYIO 3aIllUCh AJIA paboThl Ha
KOMIIBIOTEPE.

12. Ilpuyuyurte Bamrero pebeHka cooOmaTh BaM O JIIOOBIX Yrpo3ax WM TpPEBOTrax,
cBA3aHHBIX ¢ lHTepHEeTOM. HamoMHUTE AETAM, UTO OHH B 0€30MAaCHOCTH, €CIU CaMH
paccKasaiv BaM O CBOMX TPEBOTraxX U OIIaCeHUAX.

13. Pacckaxxkure AE€TAM O HOpHOFpa(l)I/II/I B I/IHTepHeTe.

14. HacrauBatiTe Ha TOM, 4TOOBI J€TH MPEAOCTABJISJIN BaM JOCTYII K CBOEH 3JIEKTPOHHOU
II0YTE, YTOOBI BBl YOEUINCH, YTO OHU He OOIIAI0OTCsA C HE3HAKOMITaMH.

15. OObBsCHUTE JAeTAM, 4YTO HeJb3s WCIOJIb30BaTh CETh I XYJIUTAaHCTBA,
pacrpocTpaHeHus CIUIETEH WU YTPO3.

Boapacr gaerei ot 13 10 17 JIeT

B sTOM BO3pacTe MOPOCTKH aKTUBHO HCIIOJIB3YIOT ITOUCKOBBIE MAIIUHBI, TOJIb3YIOTCS
BJIEKTPOHHOU IOYTOM, C/Iy:KOaMH MTHOBEHHOTO OOMeHa COOOIEHUAMH, CKAaYHUBAIOT
My3BIKy W QuiabMbl. MajpunkaM B 3TOM Bo3pacTe OOJIbllle MO HPaBy CMETaTh BCE
OTPAHUUEHUsI, OHH KKAYT IpydOTro I0MOpa, a3apTHBIX UTP, KAPTUHOK 7715 B3POCJIBIX .
JleBOUKM TpPEANOYUTAIOT o0Iarbess B YaTaX, NPU 3TOM OHU Tropaszfo 0Oosee
YyBCTBUTEIBHBI K CEKCYaIbHBIM JJOMOTaTeJIbcTBaM B VIHTepHeTe.

3ayacTyio B JaHHOM BO3PacTe POJUTEJIAM y>Ke BeCbMa CJIOKHO KOHTPOJIMPOBATH CBOUX
neTel, Tak kKak 00 VIHTepHeTe OHU y»Ke 3HAIOT 3HAYUTEIbHO OOJIbIIIE CBOMX POJIUTEJIEH.
Tem He MeHee, He OTIycKaWTe JeTeid B '"cBoOOmHOe IuiaBaHue" 1O IHTepHeTYy.
CrapaliTech aKTUBHO y4acTBOBaTh B 001IeHN Y pebeHKa B VIHTepHeTe.

BaxkHo moO-mIpekHEMY CTpOrO coOJo/iaTh IpaBmia VIHTepHeT-0€30IacHOCTH -
coTJIallleHHe MEK/Ty POJIUTENISIMU U JeTbMu. Kpome Toro, He00X0AUMO KaK MOXKHO Yalle
IIpOCMaTpUBaTh OTYETHI O JieATeJbHOCTH Jiereli B HTepHeTe. CieyeT 00paTuUTh
BHUMAaHHE Ha HeOOXOAUMOCTh COJAEPIKAHUSA POJAUTEIbCKUX IapoJsiedl (maposien
aIMIHUCTPATOPOB) B CTPOTOM CeKpeTe M O0paTUTh BHHMAaHHE HA CTPOTOCTh 3THUX
IapoJien.

CoBeThlI 110 6€30IIaCHOCTH B 3TOM BO3pacre OT 13 10 17 JIET



1. CozjzaiiTe CHOHUCOK JOMAITHUX TMPaBWJI IOceleHusaA LHTepHeTa MNpPU Yy4acCTUH
IO/IDOCTKOB U TpeOyiiTe 0e3ycJ0BHOTO ero BbINOHeHUsA. ObroBopute ¢ peGEHKOM
CIIMCOK B3allpelieHHbIXx caiToB ('duepHbI crnucok"), wackl paboTrsl B UHTEpHeTe,
PYKOBOZICTBO 110 001ieHH0 B FIHTepHETe (B TOM YHCJIE B UaTax).

2. KOMHI)IOTep C IIOAKJIIOUEHHEM K CETH I/IHTepHeT AJOJIZKEH HaXOAUTbCA B 061_1_[6171
KOMHare.

3. He 3a0piBatiTe GecezroBaTh ¢ AeTbMH 00 UX JIpy3bsAX B MIHTepHETE, O TOM, YeEM OHH
3aHATHI TAKUM 00pa3oM, OY/ITO pedb UJIET O JIPY3bAX B peayibHOM Ku3HU. CrpammBanTe
0 JIIOJAX, C KOTOPBIMU JIeTH OOIIAIOTCA IOCPEJCTBOM CJIY>KO MTHOBEHHOTO OOMeHa
COOOIIEHUAMU, YTOOBI YOEAUTHCS, UTO TH JIIOAU UM 3HAKOMBL.

4. Vlcnosip3yiiTe cpeficTBa OJIOKUPOBAHUSA HEXKEJIATETbHOTO KOHTEHTA KaK JOMIOJTHEHNE K
CTaHJIapTHOMY PoauTeibckoMy KOHTPOJTIO.

5. HeobxomuMo 3HaTh, KaKUMU 4YaTaMU MOJb3yloTcsa Bamm pgeru. Iloormipsiiite
HCIOJIb30BaHUE MOJIEPHPYEMBIX YaTOB M HacTaWBaWTe, UTOOBI JIETH He OOIIAINCh B
IIPUBATHOM peKUME.

6. HacrauBatiTe Ha TOM, YTOOBI JIETH HUKOT/Ia HE BCTPEYAJINCH JIMYHO C JIPY3bSIMU U3 CETU
HNuTepHer.

7. IlpuyuuTe JieTeli He BbIZJaBaTh CBOIO JIMYHYI0 NH(MOPMAIUIO CPEJICTBAMHU 3JIEKTPOHHOU
MIOYTHI, YaTOB, CUCTEM MTHOBEHHOTO OOMeEHa COOOIEHUAMU, PETUCTPAIIMOHHBIX (opM,
JIMYHBIX ITpodusiei U IpU perucTpauu Ha KOHKypcbl B IHTepHeTe.

8. I[IpuyuwnrTe AeTeli He 3arpy»kaTh IporpaMmebl 6e3 Baiero paspenrerusi. OObsCHUTE UM,
YTO OHU MOTYT CJIYYaMHO 3arPy3UTh BUPYCHI HJIH JIPYTOe HeKeslaTeIbHOE IPOrPpaMMHOE
obecrieueHue.

9. Ilpuyuute Bamero pebeHka cooOIaTh BaM O JOOBIX yTpo3ax WM TPEBOrax,
cBA3aHHBIX ¢ MlHTepHEeTOM. HamoMHUTE AETAM, UTO OHH B 0€30IAaCHOCTH, €CIU CaMH
pacckasam BaM, O CBOUX YIpo3ax WM TpeBorax. [loxBasmTe uX U MOCOBETYUTE IMOJIONTU
elre pa3 B IOI00HBIX CIIyUasX.

10. Pacckakurte AeTsaIM O HOpHOI‘pa(I)I/II/I B I/IHTepHeTe. Ilomorure UM 3alUTHUTHCSA OT
CIIaMa. Haqu/ITe IIOAPOCTKOB H€ BblJlaBaTb B I/IHTepHETe CBOEro peajbHOTO
JJIEKTPOHHOI'O aJipeCa, HE€ OTB€YaTb Ha HEXKeJIaT€JIbHbIE IINCbMaA HW HCIIOJIb30BaTb
CIienaJibHbI€ IIOYTOBbIE (I)I/IJIprbI.

11. HpI/Iy‘-II/ITe cebs1 3HAKOMUTHCA C CaﬁTaMH, KOTODPbBIE ITOCEMAIOT ITIOAPOCTKH.

12. HayuwuTe fieTeli yBaKaTh IDyTUX B UHTEpHETE. YOeUTECH, UTO OHU 3HAIOT O TOM, UTO
IIpaBUJIA XOPOIIIETO ITIOBEIEHU JIENCTBYIOT Be3/e - Jaske B BUPTyaJIbHOM MUpe.

13. OObsacHUTE A€TAM, 4YTO HH B KOEM CJIyda€ HEJIb3d HCIIOJIb30BATb Cetp JAJIA
XYyJIMTaHCTBA, paCIIpOCTpaHEHUA CIVIETEH UJIX YI'PDO3 APYTUM JIIOAAM.

14. O6GcyauTe C MOAPOCTKAMU MPOOIEMBI CETEBBIX a3aPTHBIX UT'P U UX BO3MOXKHBIHN PHCK.
HamomHwuTe, 4TO /1IeTH HEe MOTYT UTPATh B 3TU UTPHI COTJIACHO 3aKOHY.

ITocTOsTHHO KOHTPOJIUPYHTE HcCHoJib3oBaHWe M HTepHeTra Bammm pebenkom! OTo He
HapylleHHe ero JIMYHOIO IIPOCTPAHCTBA, a Mepa IIPeIOCTOPOXKHOCTH U IIPOsABJIEHHE
Barmeit poguTebCKOM OTBETCTBEHHOCTH M 3a00THI.
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